Digital signal processing is used in the interception of digital communication signals. Due to the inherent security features, frequency hopped signals (FH) are widely used in both military and commercial communication applications. The interception of FH signals can be addressed in several ways. In this work we use the Instantaneous Correlation Function (ICF) to represent non-stationary signals. We relate the wavelet transform the ICF surface of a signal to its Wigner-Ville Distribution (WVD). The signals can be observed in the scale surfaces of the wavelet domain. An energy analysis is applied to the surfaces (in the wavelet domain) to identify the scale of the FH signal and to estimate the hop frequency. The FH signals can also bc idcntified by inspecting the pattern of the scales of a multiple-hop-observation interval. If all hop frequencies are within one wavelet scale, then the FH signal can be identified by a set of distinct hop frequencies.
Introduction
In the open literature, the interception of digital communication signals is one of the applications of digital signal processing. Primarily due to the inherent security features of frequency hopped signals (FH) they are widely used in both military and commercial communication applications. The interception of FH signals can be addressed in several ways. Typical examples of identification and estimation procedures are the wide band or channelized receiver, the Wigner-Ville type time-frequency Distribution, and cyclostationary processing. Wavelet processing promises computational advantages. In this work we address the use of the Instantaneous Correlation Function (ICF) to represent non-stationary signals. We relate the wavelet transform the ICF surface of a signal to its Wigner-Ville Distribution (WVD). The signals can be observed in the scale surfaces in the wavelet domain. An energy analysis can be applied to the surfaces (in the wavelet domain) to identify the scale of the F H signal and to estimate the hop frequency. The FH signals can also be identified by inspecting the pattern of the scales of a multiple-hop-observation interval. If only one wavelet scale covers the hop frequency interval, then the FH signal can be identified by the diversity of hop frequencies.
Instantaneous Correlation Functions
There are two widely used expressions for correlation functions. is given by [1, 2] where g ( t ) is the mother wavelet function which has been scaled by wavelet scale "SI"' and shifted to "Cjll" over the time variable axis "t"". In this transformation the time variable "t"" has been substituted by two wavelet domain variables "s"" and L'P"' giving If the monitored signal is sampled such that it will be contained in two or more wavelet scales, then the hop-scale pattern of the FH signal is different from the hop-scale patterns of other digital modulation signals. If all frequency hops are contained in one scale then a large set of hopping frequencies will be the distinctive feature of the FH signal. The automated extraction of the hop time intervals is part of the interception procedure. We approach this problem using an edge detection approach which applies an edge detection operator, well known in image processing, over the wavelet domain surfaces. where N ( j ) is the number of wavelet coefficients at the scale j . The maximum A ( j ) identifies the (proper) scale of the underlying hop.
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Hop Interval Extraction
Since the resultant wavelet surfaces have a cellular (i.e., diamond) structure (see Fig. I ), we can apply the so called compass operator [4] to detect the edges of the diamond structure. Figure 1 shows the I C s and the first 5 scale outputs for a staircase frequency hopped signal. The edges are characterized by a fixed inclination degree relative to the t,ime axis. If the compass operator is dedicated to this angle (145"), the edges can be detected and the intersection with the time axis determines the hop start (or stop) point.
Hop Frequency Extraction
We can exploit equation (6) by applying one Fourier transform, in the center of the hop diamond over the wavelet domain to obtain a spectral estimate of the FH signal for the underlying hop. The scale index points to the (proper) scale where the maximum signal energy is located, allowing a spectral estimate at the best possible SNR.
5 Processing Scheme, Simulations and Results
Processing Scheme
The processing scheme is set up is as follows: (1) Compute the analytic form of the monitored signal and compute its ICF surface. respect to the time delay. The suggested number of scales is the number of octaves in the monitored band of frequencies. (3) Based on the estimated hop time intervals (or a p~i o r i information), carry out the energy analysis to identify the proper scale. Then, extract the hop times and the hop frequency from the wavelet surface at the proper scale.
Performance Evaluation
Performance of the scale identification is given to the probability of success, Pid, and is defined as (9) p--the number of correctly identified scales rdthe total number of hops where the probability of error is P, = l-Pid accounts for the probability of false alarm and the probability of a miss. Performance of the frequency estimation is given by the probability of success, Pf, and is defined 
Simulation Results
Test data was created having four hop frequencies [24, 12, 6, 3] . This set spans four wavelet scales at Daub-8. 964-967, NOV. 3-6, 1996. 
